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C++ visibility rules  

• private: current class 

• protected: current class and subclasses 

• public: anybody  

• friends may touch your privates

modules and visibility



Rust visibility rules  

• private (default): current module 

• pub(crate): current crate 

• pub: anybody (has to be reachable from crate root) 

• pub(self), pub(super), pub(in ...)

modules and visibility



visibility rules apply to  

• types 
• struct/enum/tuple struct fields 
• functions 
• methods in impl blocks 
• imports (`use`) 
• modules 

trait impls are always public

modules and visibility
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• each function tagged with #[test] is a test case 
• test failure indicated by panic 

• panic!() 
• .unwrap() 
• assert!(boolean_expr [, "message"]) 
• assert_eq!(a, b [, "message"]) 
• assert_ne!(a, b [, "message"]) 

• run using cargo test

testing basics



• #[cfg(test)]  
mod tests {} 
• nested inside the tested module 
• tests have full access to private items 
• use super::*

unit testing



• tests/*.rs 
• only have access to the public API

integration testing



documentation



• cargo doc 
• open target/doc/<crate>/index.html

documentation



• cargo doc 
• open target/doc/<crate>/index.html

documentation



documentation



rule 1 
of unsafe: 

don't



unsafe

• dereference raw pointers 

• call unsafe functions  

• implement unsafe traits 

• mutate statics 

• access fields of unions



unsafe

• FFI 
non-Rust code can't maintain Rust guarantees  

• bare-metal development  
e.g. memory-mapped I/O 

• data structures 
you will probably need a raw pointer eventually 

• performance hacks 
profile to make sure it's worth it



unsafe

• compiler can't help you there 

• define a safe/unsafe boundary in your code 
(encapsulate all unsafety in a function/module)  

• bugs in unsafe code can manifest in safe code 

• not a way to bypass the borrow checker 
(e.g. multiple mutable references are still UB)



unsafe

• if you can prove safety in all cases 
make a safe function with an unsafe block 

• if you cannot, make the function unsafe 
and document the contract



https://doc.rust-lang.org/nomicon/ 

https://os.phil-opp.com/

https://doc.rust-lang.org/nomicon/
https://os.phil-opp.com/
https://doc.rust-lang.org/nomicon/
https://os.phil-opp.com/


unsafe: dereference raw pointers



unsafe: dereference raw pointers



unsafe: call unsafe functions



unsafe: implement unsafe traits

extra assumptions that the compiler can't verify



unsafe: watch the world burn



FFI



• libc crate 

• foo-sys crates 
sources of libfoo usually bundled 

• example: 
zstd-sys (raw FFI interface) 
zstd-safe (safe but inconvenient abstraction) 
zstd (safe and convenient)

real-world FFI



FFI from scratch



Rust C C++



FFI: linking with external libraries



• std::ffi::CString 
owned NUL-terminated string 
not FFI-safe 

• std::ffi:CStr  
borrowed NUL-terminated string 
not FFI-safe 

• *const std::os::raw::c_char  
compatible with C `const char*`

three more string types



three more string types



wrapping libsnappy  
https://doc.rust-lang.org/nomicon/ffi.html

https://doc.rust-lang.org/nomicon/ffi.html
https://doc.rust-lang.org/nomicon/ffi.html




bindgen

snappy-c.h

CLI binary Rust library

snappy.rs



bindgen /usr/include/snappy-c.h



FFI: build.rs

compile-time code generation 
extra compiler/linker options



kornel.ski/rust-sys-crate

https://kornel.ski/rust-sys-crate
https://kornel.ski/rust-sys-crate


cxx.rs

http://cxx.rs
http://cxx.rs


passing data across FFI boundary

• Vec::as_ptr(), Vec::size() 

• &foo as *const _  

• #[repr(C)]  
struct Foo { ... } 

• Box::into_raw(), Box::from_raw()  
pass ownership to/from FFI code 
 
**not** malloc/free compatible



Rust + WebAssembly



Rust + WebAssembly

• disclaimer: not a web developer 

• javascript is what happens to other people 

• https://rustwasm.github.io/docs/book/

https://rustwasm.github.io/docs/book/
https://rustwasm.github.io/docs/book/


Rust + WebAssembly

Rust

wasm-bindgen

npm module

node_modules

packages.json 
index.html 
index.js 
...

app bundle

wasm-pack

npm install

webpack



Rust + WebAssembly

• wasm32-unknown-unknown target  

• wasm-pack installs it if not present



Rust + WebAssembly

• wasm-bindgen crate 

• #[wasm_bindgen] annotation for 
• types 
• impl blocks 
• functions  

• import from JS  

• export to JS



Rust + WebAssembly



Rust + WebAssembly

• wasm-pack build



Rust + WebAssembly

• TypeScript declaration file

• (also includes generated documentation)



Rust + WebAssembly

• npm init wasm-app APP_NAME  

• https://github.com/rustwasm/create-wasm-app

https://github.com/rustwasm/create-wasm-app
https://github.com/rustwasm/create-wasm-app


Rust + WebAssembly

• npm install



Rust + WebAssembly

• index.js



Rust + WebAssembly

• npm run start



writing web applications with

https://actix.rs/

https://actix.rs/
https://actix.rs/


Why Actix?

• not the only framework 

• https://www.arewewebyet.org/

https://www.arewewebyet.org/
https://www.arewewebyet.org/


Why Actix?

• fast  

• feature-rich 
• fully async 
• TLS 
• HTTP/2, websockets 

• works with stable Rust  

• decent usability & ecosystem



Actix web apps: code view

route

service

...

service

application

guards › handler

middleware chain



Actix web apps: runtime view

server

application

thread

application

thread

application

thread

Tokio runtime



A bare-bones server



Anatomy of a request handler

a handler is: 
• an async function 
• taking zero or more parameters (extractors) 
• returning a type that implements Responder



Extractors

• a type implementing FromRequest 
• i.e. some data extracted from the request 

• path fragments 
• query string 
• body (as JSON) 
• body (as a form) 
• etc.



Extractors

• path fragments 
• query string 
• body (as JSON) 
• body (as a form) 

what's the T?

Path<T> 
Query<T> 
Json<T> 
Form<T>



Extractors

• all extracted data is strongly typed 
• basic validation (e.g. required fields) already built in 

• uses serde underneath



Serde deservers a little detour

• generic serialization/deserialization library 
• how: actual formats provided by external crates 

• serde_json (JSON) 
• rmp_serde (MessagePack) 
• many more 

• what: any type 
• must implement serde::Serialize 
• and/or serde::Deserialize 
• custom derive attribute for great usability



Serde deservers a little detour

https://serde.rs/

https://serde.rs/
https://serde.rs/


App data: a different type of extractor

• App.data(anything) 
• available as an extractor (Data<T>) 

• passing global configuration to handlers 
• shared mutable state (Data<Mutex<T>>)



Responders

can be converted to an HTTP response 
• built in implementations 

• String 
• Bytes, Vec<u8> 
• Json<T> 
• Option<impl Responder> 
• Result<impl Responder, impl Into<Error>> 

• custom implementations



Routes

route = (0 or more) guards + one handler  

impl Guard 
• fn check(req: &GuardContext) -> bool 

built-in guards: 
• HTTP methods 
• matching headers 
• impl Fn(&GuardContext) -> bool



Error handling

impl ResponseError 

    fn status_code(&self) -> StatusCode { ... } 
    fn error_response(&self) -> HttpResponse { ... } 

default impls: 
    status code = 500 
    body from Display trait



Testing

unit testing individual handlers 
• handlers are functions so just call them 

• annotating with e.g. #[get("/url")] converts  
the function into a service 

• test::TestRequest lets you create mock HTTP requests



Testing

integration testing 
• test the whole stack (routing, middleware, guards...) 
• let app = test::init_service(App::new()...) 
• let req = test::TestRequest... 
• app.call(&req) 
• useful helpers 

• test::read_response 
• test::read_response_json




